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Visualize Any Data on the Map

Dynamic Network Map

A Dynamic Map serves as the single pane of glass for IT management. The map can

be enriched with data accessible from third party IT solutions, and visualized as unique
layers on a single map.
Every Workflow Needs a Map

A Dynamic Map provides critical IT data at the momentit's needed, contextualized to

Ticketing
the task at hand. With NetBrain, a Dynamic Map serves as the foundation for Adaptive ¢« i7oommmmmmeeees
Network Automation.

©

24X7

- > @ MOhItOI’Ing OpenView Data 10:59AM  Layer 1
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Analyzer O RortrEat S0
Criteria Dynamic Map Static Diagram ISR — o ves esin s
oS Performance 412712017
Time to Create Seconds Hours calth Monitor 42772017
Degree of Detail Infinite One layer —
Update Method Automated Manual Data View Enhanced Via AP/
Triggered via API Yes No
Track User Activity Yes No

Trigger Map Creation from External Events

. By integrating NetBrain with external monitoring or ticketing systems, engineers can
Map the Network in Seconds

visualize network data captured at the moment an event was detected.
Any part of the network can be visualized in seconds. On-demand mapping is
powered by a mathematical model of the network which is created through a deep
network discovery.

Event Management
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Map a Slow Application End-to-End

Use Cases for Dynamic Map The first step to diagnosing network slowness is to understand the flow of application
traffic. NetBrain can help engineers visualize both forward and reverse traffic paths.

p Search for device, configuration text... Q A Q adminv MELb  26Devices @ v peSaisl)

T3 Map1 > page 1 Runbook ~ Dashboard ~Qapp ~ Compare Map More [F] of X

Map 100 Branch Offices in Minutes

NetBrain can automatically discover, map, and organize hundreds of sites into a single,

‘ = Search for a CLI command, network term or parameter

drillable, hierarchy diagram.

NY_core 47k
NV »
CRU2m% % 3oy

End User
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MEM:NA CPUI% ™

MEM:25% L ®

MEM:46% Application Server
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N
%
\“°a

=77 < bst_POP
» s CPU28%
s =~ — —CCiie MEM:49%

Big_cliont '~
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MEM:50%

Drill in to View Any Site
Map of Asymmetric Application Flow

Document Network Design Visualize a Denial-of-Service Attack

Static diagrams show only basic topology information. A Dynamic Map can display

) ) ) : ) When the network is under attack, real-time visualization of the attack is critical. A
virtually infinite design details, for any technology.

path from a malicious host can be mapped automatically.

222100 2 [ & admin v domaint 77 Devices

3 Map12 > Page 1

= Type a L/ command or variable

Highlight Routing

®

Source of

Malicious Traffic Infected Host

N .
&

NY-office
e Cuastots
Cisco-2505

Checkpoint Firewall

nnnon

[Root Bridge E

Map of a DoS Attack

Highlight Spanning-Tree
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Make Any Workflow Executable

Executable Runbook Every step in a Runbook can be executed with the click of a button to automate data
collection and analysis.

Every Workflow Needs Automation

L2 Design Assessment, L2 20161117 10:35:25 + = q{ Start Here
Every IT workflow can benefit from automation. Executable Runbooks guide E

engineers with data analysis to help streamline critical tasks and improve

Highlight VLANs

knowledge transfer within an organization. o @ (s

(o I

Check STP Status

L
Criteria Executable Runbook Static Playbook
Morstor Ganeral Health Check STP Design
Digitize Processes v v Q irreon
Track Results \/ x r_-n Collect STP CLI
E tabl v
Xecutable v X Runbook: Layer-2 Design Assessment Monitor General Health
Trigger via API v X
Community-Backed v X
Document and Share Workflow Data Automatically
Codify Knowledge and Best Practices Runbooks are self-documenting. All data captured during Runbook execution is
Executable Runbooks are fully programmable, providing a framework for teams to storedinside as a Runbook Result, and attached to the map. This data can be easily
codify knowledge and best practices into repeatable processes which elevate the shared and replayed later.

team's capabllities.

Troublcshant Vol and GaS_2_2016-11-23 118538 ~ =
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1 Besultl @ 04042017 2:38:17 PM
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T
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Use Cases for Executable Runbook

Every workflow can be guided by an Executable Runbook. Runbooks help engineers

analyze network data visually and with automation.

Troubleshoot Complex Technologies

When a new technology

isrolled out, only select

;220161123 110508

@ Rbonk o

(0. Qe

B e s corms
[ iovoncum sy I

engineers know how

to troubleshoot it. This
VolP Runbook empowers
the network team with

a set of common QoS !

diagnoses.

Document Your Fndings
aala
145331 Deve ot Drops 3254

SEPUOOBEFOZ50FD

T 11322
2015.05.21 (Y-WAN)

Runbook: Troubleshoot VoIP

Isolate Intermittent Issues

Intermittentissues are the most challenging to track down. A monitoring or ticketing

system can trigger NetBrain to map the problem area and execute a Runbook

diagnosis at the instance of the event.

Search for device, configuration text.

4 Map12* > page 1 Runbook ~ Dashboard ~ Qapp  Compare

Q| ® vataview E runbook

L]
£
g
¢ B
<
.. I

) 0 _BLT_BB2

@ Runbook Info
o

Overall Healthy Monitor 1 1 eh ca s pes
© (VETI%MaxTI% 5 0%)
© E16% Max:16% + 0%)

Resuitl @ 0217/20177:0808 AM

Overall Health Monitor :

‘show interface 1

Runbook Triggered via API
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Map  More

o3t
B < X

Automate Security Checklists

Implementation teams can validate that each network change adheres to a set of

"

golden" security standards, as defined by the Security team.

Search for device, configuration text

& Map12* > Page 1

Q| ® vataview E runbook

Security Checklist
1055349730 on 105532130 ﬁ "
Execute Secuity Checklist > < las00 1o 10553.130 010 | BN SSH Act
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. R iisiorss
z
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§= | SaveMap .
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10553770 oo
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Cisco-T208VXR Cisco-10S

Runbook: Security Checklist

Validate a Network Design

Implementation teams can verify that changes are carried out according to the design

plans. This minimizes the chance of network outages caused by change.

1 Runbook

| Routing Design Assessment_2016-11-17 09:17:24 ~

@ Start Routing Assessment

v

m Highlight Routing i .
P
-
NB_SF_PE2

v - 17216 10.157

o e
Routing CLI Commands e -
v
m Annotate BGP Design i [

Missing ISIS routing

v
e Monitor BGP Neighbors

Runbook: Routing Design Assessment
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One-Click Visio Diagrams

Network Documentation If static diagrams are

required for an audit or

Documentation is critical for maintaining a reliable and secure network and yet

design review, a Dynamic
Map can be exported to
Microsoft Visio with one
click. This export task can
also be scheduled on the

80% of network teams can't keep it up-to-date because the workflow is manual.
Automation is a must-have.

server.
—— Page 1of 1 | Engish us) | T | EE w-x(-j v ONx W=
DISCOVER CREATE UPDATE
we S EUREES —— One-Click Asset Reports

A complete inventory of the network is quickly accessible and highly customizable. Any
asset report can be exported to Microsoft Excel for easy sharing.

How Automated Documentation Works:

Discover the Live Network Instantly

Starting with a single device, NetBrain's
neighbor-walking algorithm discovers the entire
network topology and its underlying design.
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Create Documentation Dynamically

rearszezsin
13614101218

12614191325
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136141311113,
1.3.6.1.4.1.99.1.1328  Cisco

ger
lodk Report__ VS5 Report 4

Whether its documenting a remote site, a

key application flow, or a specific technology,
engineers can map any part of the network on-
demand, with virtually infinite detail.

Data Synchronization witha CMDB

NetBrain can be synchronized

. Dataimport and
i —— with data from external CMDBs synchronization
Update Documentation Automatically L, [ . to provide a single source of truth
T 1 for all asset data correlation. This
NetBrain performs routine benchmarks to il o T Notd Deep )
. . g ensures NetBrain's inventor networ
refresh documentation with the latest network © catng v y

. . . discove
informationis accurate and &

comprehensive.

data. This ensures the documentation is always
up-to-date.

°

9 Network Documentation Network Documentation



Network Troubleshooting Escalation

Troubleshooting and Escalation Challenging problems often require escalation. With NetBrain, teams can apply

automation to every phase of escalation — from ticket creation, to data collection,

Network troubleshooting requires an understanding of the network’s and for sharing knowledge of best practices.

performance and history so that engineers know where to diagnose. NetBrain

helps engineers automate this workflow.

Ticket Received

Helpdesk engineer receives a ticket
with hyperlink to a Dynamic Map.

Knowledge Library
— Enhancements

Automate Diagnoses with Runbooks

An Executable Runbook provides a guided troubleshooting workflow. Every step of the
workflow is automated and the results are captured inside for review and collaboration.

Monitor Network Performance Engineer opens map and executes Senior engineer enhances Runbook

Troubleshoot Slowness_2017-02-16 13:24:53 v ) .
pre-built Runbooks to diagnose. library with lessons-learned from event.

The Overall Health Monitor analyzes

Start Here

performance at the device level (CPU/Memory
: Utilization) and the interface level (delay,
. bandwidth utilization).

Monitor Network Performance »

Collaborative Root

Fiod Recert Changes > & Escalation and Data Sharing Cause Analysis

: Visualize Historical Changes

Check Interface Errors »

. Roughly 50% of network outages can be traced
back to achange. NetBrain helps teams visualize

86660

Find Duplex Mismatches 2| -

recent changes on the map.

Document Findings

<> A s>
<K Work Together from One Map

Helpdesk Tier-2

s Drill Down with Automation

For any problem, there can be hundreds of
Helpdesk engineer escalates map with all Teams collaborate from a single

otential causes. Engineers can customize
P 9 Runbook data attached. map URL to resolve problem.

Runbook: Troubleshoot Slowness
Runbooks to automate virtually any diagnosis.
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Push Changes with One Click

Design engineers can pre-define a configuration template which the Implementation
team can execute with one click. If necessary, those changes can be rolled back just as

Change Management

easily.

Search for devie, configuration ext. Q A @ wawov MELb 2Dwies @ v oSl

Network changes are prone to human-error. Applying automation to

[ Charles Map3 > Page 1 Runbook  Dashboard  Qapp  Compare Map More [3 o X

a change management workflow can streamline the change process

= Q| @ osaves 5

R Plan Review Implement ?
and ensure safer network changes. SR o T
ol +Addevice  Add change rRr—
o R e G M Ml 15 Devices Selected  Batch Config Change
(Change Summary & Status .
> > . L 2 . snmp-server community nbiTE RO e
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O i oo
@ i
- %g
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NETWORK CHANGE R kot s nge o O —
CHANGES CHANGES IMPACT John Smith 0411512017 315 PM Karen Knight 041512017 315 PM John Smith 041572017 315 P ©
i SNMP Change for 250 Devices:
John Smith 04/15/2017 3:15 PM @

Runbook-Guided Change Management

Reduce Human Error in Network Changes Validate Changes Visually

Design, Implementation, and Operations teams can leverage a single map to define

Usi -defined desi lidation Runbook, O tions t th
and validate changes. Changes can even be deployed with automation. 5INg @ pre-detined design vallaation RUNDOOK, Lperations teams can ensure the

changes were implemented as-planned, without adverse impact.

Search for device, configuration text.
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Phase 2: Guide Engineers with Compliance checklists

Cyber Security & Defense Network teams can minimize future security gaps by providing Implementation teams
with executable security checklists which help ensure security compliance.

Network security requires both proactive network hardening as well
as timely response to detected threats and attacks. NetBrain can
enhance both types of security workflows.

] Map12* > Page |

ok
gl Security Checkiist

@ Exscuts Securty Checiist »
v

L Check Unsafe SNMPV2 Strings >

U
© B creckssacces 1

v
m Chack Passward Encryption

m Cl\lckVI'\’EnDI\m:m
PROTECT ISOLATE

NETWORK CYBER
ASSETS THREATS

MITIGATE

ATTACKS

Runbook: Security Checklist

Protect: Enhance Network Hardening

Network hardening requires that network configuration adheres to basic 'golden’ rules

of security. Such compliance reduces the vulnerability of network assets. Phase 3: Proactively Guard against Non-Compliance
To ensure security checklists are being used, NetBrain can integrate with Event
Phase 1: Automate Security Assessments Management Systems. This integration will automatically trigger a design validation
As afirst level of network hardening, security teams can identify existing vulnerabilities in following each network change.

the network with Runbook automation.

Change is logged in Event Management System

Runbook  Dachd Runbook is auto-triggered to validate compliance

s
) / [ Devieelegend |
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Runbook: Vulnerability Assessment
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Isolate & Mitigate Cyber Attacks in Real-Time

When the network is under attack, teams scramble to understand the impact and
mitigate the threat. NetBrain provides real-time visibility and helps teams visualize
the effects on network performance.

\
\
Attacker

Visualize

ity Engi
Performance Impact Security Engineer

Phase 1: Automated Impact Analysis

NetBrain can integrate with security systems to trigger an APl service call which will
create a Dynamic Map and launch a diagnosis the instant a threat is detected.

T © wemsnnt

I Mapt* > Page2
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©
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iy Overa Heth Monitor 3
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Bewk1 @ 0404201723817PM © hganore
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Performance
impact of attack

1010420004
HRPL 23010104201
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Phase 2: Collaborative Forensics Analysis

When multiple engineers work together, they collaborate using a single map URL. All
user activity and forensic analytics are saved inside the map.

Y </>

Triage Team

¥

Shared Forensics Console

Forensics Team

Phase 3: Security Fortification

Once athreat has been mitigated,
Malware and Threat Prevention teams
enhance network hardening Runbooks
with lessons-learned from the event.
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Runbook Repository

Cyber Security & Defense
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Application Performance Management

When there's a slow application, the network is guilty until proven
innocent. Application Performance Monitoring (APM) solutions detect
issues before they affect end users, but don't help teams get on the
same page when troubleshooting.

MONITOR ISOLATE DIAGNOSE
APP PROBLEM ROOT
PERFORMANCE AREA CAUSE

Isolate Application Performance Issues

NetBrain integrates with APM solutions to provide visibility into an application flow
across the network the moment an application problem is detected.

End User

—_——-

Visualize
Performance Impact
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Accelerate Root Cause Diagnoses

Network teams can automate application performance diagnostics to identify
network issues, or clear the network from blame.

Search for device, configuration text... Q A path 2 A @ admin v ITELab  26Devices (@) v mﬂm@

i3 Map1 > Page 1 Runbook ~ Dashboard ~ Qapp ~ Compare ~Map  More [ of X

= Search for a CLI command, network term or parameter Q

CPU30%
MEM:A7%

End User
CPUNA

MEMNA

NY_arbitrator -, 15
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MEM:25% B

NY-office s,
Application Server

0
aokwes-* ~—
=== 0 bst_POP
e CPU28%
----- MEM:49%

Provt

bst-office
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Enhance Collaboration between IT Teams

The Network team can share the map with Security and Application teams as a single
pane of glass into all application performance data. This helps ensure all teams are on
the same page.

« </>

Network Team

< </> « </>
Shared Forensics Console

Security Team App Team

Application Performance Management 20




Executable Runbook —Data Analysis

Executable Runbooks provide teams with powerful data analysis, customizable by
How it Works: Adaptive Network Automation programmers and non-programmers alike.

NetBrain's Adaptive Automation Platform integrates with any IT Dynamically Build Runbook Workflows

workflow to enhance collaboration and knowledge sharing. NetBrain
It's simple to add nodes to a Runbook workflow. In addition to simple CLI, ping, and

traceroute nodes, more advanced diagnoses can be programmed in the form of

NetBrain Apps, called Qapps™.

leverages a Dynamic Map as the foundation for Runbook Automation.

Run Save Save As <) Add 2 Node Before ’- ® Add a node After ;’
Adaptive Network Automation
The Qapp’
- CLI Command collecting
1 Highlight OSPF Configuration via the CLI

Integrate with any workflow

Overall Health Monitor

Monitor OSPFRunn;ngStalus
Executable Runbook =L
Automate , :
Automate any network task E 3 Retrieve OSPF CLI Commands —
Visualize Dynamic Map
Visualize any part of the network el [Add

Hybrid Network

(Physical, Virtual, SDN) Build Custom Qapps™ without Scripts

A NetBrain App, called a Qapp™ executes CLI automation and overlays analytics

on a Dynamic Map. Qapps™ are built leveraging NetBrain's visual programming

Dynamlc Map — Data Visualization environment, and many require no scripting knowledge to build.
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A Dynamic Map provides visualization of any IT data, without information overload.
A Dynamic Map can contain hundreds of design attributes, powered by deep jsf P voe | gz
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Rich APl Integration NetBrain Deployment

With a rich APl framework, NetBrain can integrate with other network management
tools, creating a true best-of-breed solution.

NetBrain provides enterprise-grade scalability and performance, leveraging a
highly available architecture, a thin client workstation, and a robust multi-vendor

Single Pane of Glass

A Dynamic Map
becomes the single pane
of glass which helps
engineers contextualize
and correlate data
across disparate NMS
tools.

Dataimport

24x7 H

Monitoring =720
Traffic
Analyzer

Ticketing
System

Deep
network
discovery

o P
<JCMDB l‘ and synchronization

NetBrain acts as CMDB
for other NMS tools

Single Source of Truth

NetBrain can be synchronized
with data from external
@ 24x7 Monitoring CMDBs while also providing
@ TrafiicAnsivaer Restful APIs for other NMS
»

=T TP HTT P e
Browser-based Thin Client
API-Triggered Diagnosi Event L
99¢ ed agnosis Ticketing Management S A
System ! e | %= (D% (G
@)W\
‘ SERVER

Athird-party system (e.g.
monitoring or IDS) can
trigger NetBrain to provide
visibility and analytics into an
event while it's happening.

d tools to read data from.
@ Ticketing System

@ Log Server

Auto - Triggered
Diagnosis

Monitoring
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framework. NetBrain deployment is quick and easy.

Thin Client NetBrain Workstation

NetBrain uses a thin client (web-based) user interface which can be accessed from
anywhere, providing seamless collaboration and easy upgrade management.

Highly Scalable Architecture

NetBrain's server architecture is horizontally scalable for distributed processing. This

architecture provides scalability for the world's largest networks.

Hybrid Network Flexibility

NetBrain supports multivendor and hybrid (physical/virtual/SDN) networks, providing

end-to-end visibility and automation.

—iddd

MongoDB Server Cluster
TCP 27017 (S5L)

Manages network
data model
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NetBrain Deployment
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NetBrain Technologies, Inc. Toll Free: +1 800 605 7964
15 Network Drive Email: info@netbraintech.com
Burlington, MA 01803 Website: www.netbraintech.com



